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Abstract: In the context of the information age, on the 
basis of the convenience of computer networks, security
issues have gradually emerged. The data encryption 
technology is reasonably applied in the process of
computer network security practice, which promotes
the safe and reliable operation of the computer network 
to a certain extent. Based on this, our article regards
data encryption technology as the main research object, 

security.
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0 Introductions

In the process of computer working system operation, 
computer network plays an irreplaceable role. The
interactive characteristics of communication are
obvious, and the operational effect is closely related 
with the security of information data in computer
systems. With the advancement and update of modern 
information technology, it provides the necessary 
guarantee for the development of computer network. 
However, the existing loopholes are increasing, 
which makes the computer network security seriously 
threatened. The probability of network security 
accidents is obviously improved, which is not
conducive to the transmission and preservation of data
information. It even has an impact on user privacy and 

property security. It can be seen that in-depth study and 
analysis of the application strategy of data encryption 
technology in computer network security have certain 

1 Overview of computer network security 
and data encryption technology

The so-called computer network security specifically 
refers to the comprehensive protection of the internal
software, hardware, and related data information of
the network system to protect against the accidental
factors or malicious intrusion, resulting in the internal
information data of the system being changed or leaked 
and seriously damaged, to realize continuous and stable 
operation of the network system[1]. At the same time, 
the network server can provide services in real time, 
resisting different types of network infringement, and 
further improve the internal information of the computer

to prevent information from being destroyed.
The so-called data encryption technology is an
important technology for ensuring the security 
of network system information data. Based on 
cryptography, the explicit information is encrypted by 
function encryption or key encryption to ensure that this
part of the information data can only be successfully 

[2]. While accepting 
this information data in a specific group of people, 
the corresponding decryption method is used to 
effectively decrypt the information data ciphertext and 
to avoid other people, or the system peeks or steals the 
information data to ensure that the computer network 
information data are more secure.
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Abstract: During the process of the human society 
development, the problem of risk exists in any person 
or thing, which refers to people’s subjective cognition 
of the decisions they make or the unpredictable conse-
quences caused by their own actions. The same is true 
for enterprises. In the process of management, there 
will be some problems that need to be solved, and all 
kinds of risks will be encountered in the process of de-
cision-making. It is said that there are certain risks in 
any decision, and the problem that enterprises should 
consider when making decisions is how to reduce the 
risk to a minimum. This requires enterprises to pay at-
tention to risk management. Establishing a reasonable 
legal risk management system, standardizing the enter-
prise risk management system and doing a good job of 
risk prevention measures are the reasonable manage-
ment strategies of enterprise legal risk management at 
present. In view of this, this paper expounds the basic 
theory of legal risk in enterprise management, ana-
lyzes the factors leading to the legal risk in enterprise 
management, and studies the prevention mechanism of 
legal risk in enterprise management, which may serve 
as a reference for strengthening enterprise manage-
ment.
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1 Basic Theory of Legal Risks in Enterprise 
Management 

On June 6, 2006, the State-owned assets Supervision 
and Administration Commission of the State Council 
issued the guidelines for the Comprehensive risk Man-

agement of Central Enterprises, which divides enter-
prise risks from strategic, fi nancial, market, operational 
and legal aspects, and requires enterprises to widely 
collect cases in which foreign enterprises ignore legal 
factors and suffer losses in terms of legal risks and also 
the relevant political, legal environment and new laws 
and regulations related to enterprises. According to the 
guiding documents, the legal risk of an enterprise is that 
the enterprise neglects to fulfi ll its legal obligations and 
intentionally evades the supervision of the law, which 
leads to the violation of policies or laws and regulations 
in the course of business, and the enterprise has to bear 
the relevant legal liability. 

2 The Main Tasks of Legal Risk Management

Enterprise legal risk management mainly carries out 
comprehensive management activities for all kinds of 
risks borne by enterprises in order to help enterprises 
avoid risks, standardize management activities, and 
crack down on adultery and crime, and then create 
greater economic and social value for enterprises. Spe-
cifi cally, the main tasks of enterprise risk management 
are as follows:

2.1 THe Governance of Enterprise Legal Person

The governance of enterprise as a legal person includes 
whether the shareholder structure of the audit enter-
prise, the establishment of equity, the establishment of 
legal person and so on. The corresponding actual busi-
ness activities, such as contract conclusion, internal 
control, personnel promotion management, the estab-
lishment of subordinate departments and the manage-
ment of functions and powers, as well as whether the 
rules and regulations issued by the enterprise can be 
implemented, and so on.
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2.2 Contract Management of Enterprise

The formulation of contracts between employers and 
employees or partners is one of the basic contents of 
enterprise management activities. The contract man-
agement of enterprise risk management includes the 
conclusion, performance, entry into force and change of 
contracts, transfer and so on, as well as the legitimacy 
of the contract management system within the enter-
prise to restrict and supervise. 

2.3 INtellectual Property Risk Management

Intellectual property risk management includes the 
protection of trademarks and technology patents re-
lated to the core competitiveness and reputation of en-
terprises, as well as legal sanctions for corresponding 
violations.

2.4 FInancial and Tax Risk Management of 
Enterprise

Financial tax risk management of enterprise includes 
the establishment and implementation of financial man-
agement system in the actual operation process of the 
enterprise, the flow of funds and the legitimacy of bor-
rowing or loan activities, and so on. 

2.5 Policy Risk Management

Under the market economy, the government often ad-
justs and guides the commercial field through strong 
policy regulations, market mechanism and benefit 
mechanism. Because of the instability of policies, the 
operating risks of enterprises with strong dependence 
on policies will be greatly increased. For example, in 
June 2018, the US government imposed tariffs on the 
import of about $50 billion of goods, causing a big im-
pact on enterprises in related industries and nearly 100 
listed companies.

3 The Present Situation of Enterprise Legal 
Risk Management

The research on legal risk management of enterprises is 
carried out relatively late, the related theories of legal 
risk management of enterprises are relatively few. There 
is a lack of practice, and the managers of enterprises are 
also insufficient in the awareness of legal risk. The cor-
responding technical means and tools are insufficient, 
and the overall level of enterprise legal risk manage-
ment is not high. At present, there are many deficiencies 

in the practice of legal risk management in enterprises.
It is mainly reflected in the following aspects:

3.1 The Awareness of Preventing Legal Risks in
Enterprises is Insufficient
Most enterprises still position the legal work of
enter-prises at the level of legal affairs of enterprises.
There is a serious lack of awareness of the prevention
and control of legal risks in the internal management of
en-terprises, and the prevention and control of legal
risks of enterprises are often disregarded when making
enter-prise management decisions. These hidden risks
often have great hidden dangers to enterprises, and may
even cause serious consequences to enterprises.

3.2 Lack of Specialized Agencies to Deal with
Legal Risks

There is a serious shortage of legal staff of
specialized agencies dealing with legal risks, and the
legal staff of most enterprises are not full-time, and the
legal work is done by external legal advisers or
lawyers in response to litigation. They do not
understand the internal situ-ation of the enterprise, do
not know the relevant links involving legal risks, and
only solve the problem on a case-by-case basis. The
daily operation and manage-ment activities of
enterprises cannot be effectively inte-grated with the
risk management mechanism of the law. Once there are
legal disputes, they often only talk about the law. It has
not been able to give full play to the role of corporate
legal risk management and control on the escort of
enterprises.

3.3 Lack of Preventive Mechanism for Legal
Risk of Enterprises

At present, although some enterprises have set up spe-
cial legal departments and full-time legal staff, an
ef-fective corporate legal risk prevention mechanism
has not been established. Therefore, the prevention of
legal risks and the ability to deal with them are
obviously in-adequate.

4 LEgal Risk Prevention Mechanism in En-
terprise Management

4.1 The Construction of the Modern Enterprise’S
Governance System

The construction of a good corporate governance struc-
ture can reduce the occurrence of various risks in the
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process of enterprise management. Nowadays, there are
two main categories of corporate governance models
in the world, namely, market-oriented model and bank
control model. With the acceleration of the process of
world economic integration, the two models tend to
be the same. And the enterprise also actively absorbs
the desirable experience in the corporate governance
in the external development and carries on the reform.
There are three kinds of existing ownership structure:
first, the ownership is highly dispersed, which basically
separates the management right and ownership of the
enterprise; secondly, the equity is highly concentrated,
and the major shareholders have the absolute control
of the enterprise; The last is that the equity between the
above two is relatively concentrated, and the relative
controlling shareholders and other large shareholders
own the shares of the company, which is generally a
listed company. The long-term development of an en-
terprise depends on its own governance, so it is neces-
sary to design the ownership structure of the company
scientifically and reasonably to give full play to the role
of the corporate governance mechanism. In the actual
governance process, what kind of ownership structure
depends on the industry characteristics of the enterprise,
and in the equity design, there should be a comprehen-
sive analysis of the number of shareholders, sharehold-
ing share, equity changes and shareholder types and
other elements.

4.2 Perfecting the Follow-Up System of Risk Pre-
vention and Control

To revise the job description and add the legal risk pre-
vention and control provisions of the post according to
the list of legal risks of enterprises; To embed the legal
risk point and business process as a tree, to supplement
and comment in the quality system file. To establish a
dynamic monitoring mechanism of legal risk, through
regular self-inspection, mutual investigation, year-end
inspection and other means, monitor the legal risks of
various positions and important management activities
dynamically, and continuously follow up, analyze and
evaluate. It is important to timely supplement, adjust
and improve prevention and control measures, avoid
possible legal risks, and update the list of legal risks of
enterprises annually, and normalize and continue the
work of legal risk prevention and control. In addition,
it is also necessary to establish early warning and emer-
gency response mechanism in order to achieve early de-
tection, early prevention, early resolution of legal risk.

To strengthen the legal consciousness of the legal per-
sonnel of the enterprise, the legal advisers and legal 
workers in the enterprise have a strong legal conscious-
ness, but having the legal consciousness does not mean 
that they can accurately understand the legal risks 
existing in the operation of the enterprise. The busi-
ness activities of enterprises are professional. If they 
do not participate in the management directly, they can 
only understand the basic situation of the enterprises 
from the system, and it is difficult to make a correct 
assessment of the risks formed in the operation of the 
enterprises. In the cultivation of legal risk awareness, 
internal professional legal personnel should pay atten-
tion to maintaining the awareness of information com-
municationand research. 1 Professional legal personnel 
should be able to understand the relevant legal system 
of the industry accurately and comprehensively, and 
pay attention to the changes of the system. In order 
to transmit it to enterprise leaders and employees in a 
timely manner. 2 the internal legal staff should form 
corresponding management suggestions according to 
the comprehensiveness of legal risks, and gradually 
improve the enterprise system. [ legal personnel should 
study the problems according to the actual situation. 
Especially when the legal risk is converted into the ac-
tual dispute, the corresponding negotiation, mediation 
or litigation should be carried out if necessary. 
To construct the legal risk supervision mechanism of 
the enterprise, the enterprise may establish the legal 
risk supervision mechanism according to its own situ-
ation. The construction of legal risk mechanism should 
include the following aspects: first, the establishment of 
corporate legal risk decision-making organs as well as 
examination and approval organs to audit and approve 
the major affairs of the enterprise; second, the establish-
ment of major transaction handling institutions; third, 
the establishment of the system of employing legal ad-
visors. In this regulatory mechanism, there is a need for 
corporate decision-making bodies, heads of legal affairs 
and external legal advisers, and are accountable to the 
heads of corporate decision-making bodies. 
To sum up, with the development of social market 
economy and the continuous improvement of market 
economy system, the legal risks faced by the traditional 
management mode of enterprises are more prominent 
in this new environment which requires enterprise man-
agers to conform to the trend of the times. This paper 
deeply studies the problem of legal risk prevention, 
strengthens the cultivation of legal risk prevention con-
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sciousness from top to bottom in enterprises, so as to
lay a good foundation for effective control of legal risk
and promote the development of enterprises.
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