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Abstract: When an intruder attacks an object in 
an electric power network, it is necessary to suc-
cessfully invade the target node along an attack 
path. However, as the number of target power op-
tical network nodes increases gradually, the attack 
path will be exponential growth, resulting in path 
redundancy, affecting the overall performance 
of the generated path. To this end, a new power 
optical network attack path generation and visual 
display method, introduced the atomic attack, at-
tack map and attack path definition. Based on the 
analysis of the cost and benefit of the attack path, 
the intrusion feasibility model is proposed, and the 
intruder’s choice of the attack path becomes the 
problem of the feasibility of the invasion. When the 
POS set contains all the directional edges of the 
power optical network attack map, generate the 
attack path of the power optical network by tra-
versing the POS collection element. The process 
of generating the attack path of the electric power 
network is displayed. The experimental results 
show that there is no redundant phenomenon in 
the proposed method, and the generated attack 
path is effective and the reliability is high.

Key words: Power optical network; attack path genera-
tion; visual display

1 Introduction
The power optical attack path is a description of 
the sequence of intrusion behavior that causes the 
state of the power grid to change [1,2]. Power optical 
network attack path to help power optical network 
security researchers more fully understand and 
deal with power optical network attacks [3]. In addi-
tion, it can speed up the speed of 

optical intrusion detection and defense, for power 
optical security personnel to develop strategies to 
prevent further optical network intrusion to provide 
important data support [4,5]. Therefore, it is of great 
significance to study the generation and visualiza-
tion of the attack path of the electric power network, 
which has become the focus of research on related 
scholars [6,7].

In [8], a Bayesian network-based method for gen-
erating the attack path of the optical network is pro-
posed. The Bayesian network is used to find the 
intrusion evidence of intrusion. Along with the intru-
sion path attack target with the above intrusion be-
havior, the node confidence degree Attack path to 
predict, in order to achieve the attack path genera-
tion. The method is simple to implement, but it also 
leaves evidence of intrusion in the case of intruder 
intrusion. However, the intruder will not attack the 
target along the path, resulting in path redundancy. 
[9] This method considers that the intruder is based 
on the cost to determine the intrusion strategy, so 
it uses the intruder’s subjective selection to realize 
the generation of the power optical network attack 
path and reduce the redundant path, but the meth-
od Ignoring the invasion of income, resulting in the 
generation of the attack path is not reliable; [10] 
proposed a Petri net based on the power network 
attack path generation method to build the attack 
model, based on the model to establish a Petri 
net-based optical network attack map, In order to 
achieve the attack path generation. The method is 
efficient, but the construction of the model requires 
a lot of prior knowledge and is not easy to realize.

A new method of generating and visualizing the at-
tack path of the electric power network is proposed, 
and the definition of atomic attack, attack map and 
attack path is introduced. The intruder on the at-
tack path selection problem into the feasibility of 
the invasion of the problem, by traversing the POS 
set of elements to generate power optical network 
attack path. The process of generating the attack 
path of the electric power network is displayed. The 
experimental results show that there is no redun-
dant phenomenon in the proposed method, and the 
generated attack path is effective and the reliability 
is high.
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2 Research on Generation and Visual Display of 
Attack Path of Electric Power Network
2.1 Power Optical Network Attack Map Description

For ease of analysis, this section calls a single vulner-
ability attack as an atomic attack, as shown in Figure 
1.

Figure 1 Atomic attack

Fig. 1 Atomic attack

The atomic attack described in Figure 1 is essentially a 
CPN network structure. The following is a formal defi-
nition of atomic attack based on CPN. The formula is 
described as follows:

        (1)
Where PAO is used as a prerequisite for describing an 
atomic attack; t is used to describe a transition and is a 
vulnerable behavior of an atomic attack; PAd is used to 
describe a set of successful atomic attacks.

According to the dependence of different atomic at-
tacks on the power of optical network attack map to 
establish the power optical network attack diagram for-
mula described as follows:

      (2)
Where P0 is used to describe the initial set of the ini-
tial library, which contains the initial state of the power 
optical network and the intrusion behavior; Pd is used 
to describe the set of reachable libraries that record 
the reachability of the power optical and intruders; T0 
is used to describe the set of independent transforms; 
Td is used to describe the dependency set; E is used 
to describe the directional arc of the library in the con-
nected CPN attack map.

According to the attack map definition to obtain the at-

tack path definition: 
describe the power optical network with a transition 
sequence in Figure AG, then meet the following con-
ditions of the transition sequence as a power optical 
network attack path: Change ti is independent type 

change; the set of output ti and the set of key nodes 
intersect.

2.2 Power optical network attack path generation 
method

In this paper, the cost of the attack path analysis, on 
the basis of the proposed feasibility of the invasion 
model, the intruder on the attack path selection prob-
lem into the feasibility of the invasion of the problem, 
resulting in power optical network attack path.

The cost of the attack path, Cost(eji), mainly includes 
the risk cost and the operation cost, among which the 
operating cost is:

       (3)

Where, representing the 

cost of operation; representing the 
cost of the operation sequence; used to describe 

the directional edge, ; , is the normal 
number.

The risk cost can be determined by:

     (4)

Where is the intruder experience coefficient; 
 is used to describe the number of invasions; 

is the risk factor used to describe the risk factor can be 
obtained through expert experience.

The cost of the attack path  is:

       (5)
Where, ,  are used to describe the weight of oper-
ating costs and risk costs.

The following is based on the cost of the attack path 
cost of the proposed feasibility of the invasion model. 
The intruder along the attack path to the target inva-
sion will pay the corresponding attack costs, will get 
the corresponding benefits, with m to describe. In the 
invasion of the power optical network, the intruder will 
judge the target value, when the target value to meet 
the requirements of the intruder will attack. The inva-
sive feasibility can be described as:
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        (6)
Analysis of the above equation can be seen,  is es-
sentially a net income, that is, when , the intrud-
er will get the benefits.

The definition of a partial order relation set is given 
below: for a two adjacent nodes, if there is a tangen-
tial edge between the two, then there is a partial order 
relation between them, and the set of partial order re-
lations is the partial order the relationship set is de-
scribed by POS.

Through the above analysis we can see that when the 
POS set contains all the directional edges of the power 
optical network attack graph AG, it can obtain the pow-
er optical network attack path by traversing the POS 
collection element.

2.3 Power optical network attack path visualization 
display

In order to demonstrate the generation process of the 
attack path of the power optical network, this section 
first assigns the weight  according to the mathe-
matical model proposed in the previous section and 

the expert experience. Then the root node  as the 
initial node, cut it as a node edge, into the collection

. And then according to the topological order 

 to obtain all 
the nodes between the partial order relationship set 
POS. Figure 2 shows the attack pattern after giving 
the weight .

Figure 2 Gives the weight of the power after the optical 
network attack map

Fig. 2 Give weight after power optical network attack 
graph

Power optical network attack path generation process 
is as follows:

(1) cut off  , ;

(2) cut off , ,

;

(3) cut off :

, judge 

: ;

(4) in accordance with the order of ,

, , ,  cut and judge, to get 

, , , , ;

(5) Traverse the POS, get , find out all 
of the state flag , and the path corresponding to the 
flag to give up the attack path;

(6) output power optical network attack path .

3 Experimental results analysis
3.1 Experimental environment

The method proposed in this paper is compared with 
Bayesian network method and Petri net 

method to verify the validity of power grid attack path 
generation and visual display method proposed in this 
paper.

The experimental results show that the effectiveness 
of the proposed method is validated. Power network 
system topology shown in Figure 3.

Figure 3 Power network system topology

Fig. 3 Electric power system optical network topology

As shown in Figure 3, the firewall divides the power 
network into the inner network area, the DMZ area and 
the external network area. The software configuration 
and vulnerability information for each application ter-
minal is shown in Table 1.
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Table 1 Software configuration and vulnerability 
information

Table 1 The software configuration and vulnerabil-
ity information

The experimental site is shown in Figure 4.

Figure 4 Experimental site map

Fig. 4 The experiment site map

3.2 Attack path redundancy test

In this paper, we use the method, the Bayesian net-
work method and the Petri net method to generate the 
attack path for the attack target, and get the number of 
attack paths and the actual attack. For the five different 
root nodes, the number of paths is compared, and the 
results obtained are described with reference to Fig. 5

�

Figure 5 Comparison of the number of attack paths 
and the actual number of the three methods

In the five experiments, the number of attack paths 
generated in this method is equal to the number of ac-
tual attack paths. The number of attack paths and the 
number of actual attack paths generated by Bayesian 
network method and Petri net method exist. Very dif-
ferent, indicating that the path generated by this meth-
od does not exist redundant phenomenon.

3.3 Attack test

The evaluation results of the attack effect are obtained 
by the weighted average method. The index is used 
as an index to evaluate the attack effect of the three 
methods. The formula is described as follows:

       (7)
Where ni is used to describe the number of evaluation 
indicators for the i-th attack; Iij is used to describe the 
normalized value of the jth evaluation index for the i-th 

attack;  is used to describe the weighting factor. Q 
in the range of [0,1], the greater the value of Q, the 
better the effect of the generated attack path.

Figure 6 describes the results of the comparison of 
the attack results of the attack path generated by the 
method, the Bayesian network method and the Petri 
net method for the five experiments.
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Figure 6 Comparison of the attack results of the attack 
paths generated by the three methods

Fig. 6 three ways to generate the attack value compar-
ison results of evaluation the effect of the path

It can be seen that in the five experiments, the attack 
effect evaluation of the attack path generated by this 
method is obviously higher than that of the Bayesian 
network method and Petri net method, and the curve 
is more stable, which shows that the attack generated 
by this method The path works best.

3.4 Reliability testing

This section evaluates the reliability of the generated 
network attack path by averaging time-free and avail-
ability. The mean time between failures can be deter-
mined by:

         (8)
Where  is used to describe the total experiment 

time;  is used to describe the probability of failure 

of the library;  is used to describe the number of 

libraries;  is used to describe the number of failures 
in the library.

Availability can be obtained by:

          (9)
The shorter the average trouble-free time, the high-
er the availability, the more reliable the attack path is 
generated.

Table 2 describes the reliability test results of the at-

tack paths generated by the three methods.

Table 2 Three methods to generate the reliability of 
the attack path test results

Experiment 
number

Present method Bayesian network 
method Petri net method

Mean time 
between 

failures / s

Reli-
ability 

/%

Mean time 
between 

failures / s

Reli-
ability 

/%

Mean time 
between 

failures / s

Reli-
ability 

/%

1 3.2 92.8 6.2 91.5 8.1 73.5
2 4.7 95.7 7.3 88.6 7.6 79.2
3 5.1 96.5 5.1 82.7 8.5 82.5
4 3.8 98.1 6.9 85.8 8.3 83.7
5 4.6 96.3 7.8 82.6 7.2 81.9

Table 2 The reliability of the three methods to gen-
erate the attack path test results

As shown in Table 2, it can be seen that compared 
with the Bayesian network method and the Petri net 
method, the average failure time of the attack path 
generated by this method is the shortest and the high-
est availability, which means that the method has the 
highest reliability.

4 Conclusion
This paper presents a new method for generating and 
visualizing the attack path of electric power network, 
and introduces the definition of atomic attack, attack 
graph and attack path. The cost of the attack path anal-
ysis, the intruder on the attack path selection problem 
into the feasibility of the invasion of the problem, by 
traversing the POS set of elements to generate power 
optical network attack path. The experimental results 
show that there is no redundancy phenomenon in the 
power optical network attack path generated by the 
proposed method, and the effect is good and the re-
liability is high.
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tack paths generated by the three methods.

Table 2 Three methods to generate the reliability of 
the attack path test results
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between 
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Reli-
ability 
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Table 2 The reliability of the three methods to gen-
erate the attack path test results

As shown in Table 2, it can be seen that compared 
with the Bayesian network method and the Petri net 
method, the average failure time of the attack path 
generated by this method is the shortest and the high-
est availability, which means that the method has the 
highest reliability.

4 Conclusion
This paper presents a new method for generating and 
visualizing the attack path of electric power network, 
and introduces the definition of atomic attack, attack 
graph and attack path. The cost of the attack path anal-
ysis, the intruder on the attack path selection problem 
into the feasibility of the invasion of the problem, by 
traversing the POS set of elements to generate power 
optical network attack path. The experimental results 
show that there is no redundancy phenomenon in the 
power optical network attack path generated by the 
proposed method, and the effect is good and the re-
liability is high.
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