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Abstract: With the increase in the scale and complexity of offshore wind power systems, zero-dynamics attacks pose
a severe threat to the cyber security of such systems. Their concealment makes them difficult to detect using traditional
output observation-based methods. To address this problem, this paper proposes a zero-dynamics attack detection
framework integrating adaptive watermarking and Kalman filtering, which achieves effective attack identification by
embedding an adaptive watermark into the system input and conducting residual analysis. Simulation results show that the

proposed method can quickly detect zero-dynamics attacks without affecting the normal operation of the system.
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1. Introduction

With the growth of global energy demand, offshore wind power has become an important direction for energy
transition. The increase in the scale and complexity of offshore wind power systems has brought new cyber
security challenges'"!

In cyber-physical systems (CPS), attackers can threaten infrastructure by manipulating control systems . In
smart grids, cyber-physical attacks mainly include false data injection and denial-of-service attacks. As a type of
covert attack, zero-dynamics attacks can manipulate the internal states of a system without significantly altering its
output, making it difficult for traditional output observation-based detection methods to identify such attacks in a
timely manner ",

Existing research has mainly focused on false data injection and denial-of-service attacks, with relatively
few studies on zero-dynamics attacks *”. Hoehn et al. enhances attack detectability by introducing a modulation

[10]

matrix but alters the system structure ' . Wang et al. constructs an output prediction model based on the Byrnes-

Isidori normal form, which is complex to implement and relies on a complete system model "',
To solve the above problems, this paper proposes a zero-dynamics attack detection framework integrating

adaptive watermarking and Kalman filtering, which realizes the rapid identification of zero-dynamics attacks
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through residual analysis without affecting the normal operation of the system.

2. Offshore wind power generation systems

2.1. Structure of offshore wind power generation systems

An offshore wind power system consists of a wind turbine array, an offshore substation and a control center, as
shown in Figure 1, and its monitoring and control are realized through a SCADA system "'”. The introduction of
communication networks also brings security risks, as attackers may inject malicious signals through the network

to interfere with system operation'"..
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Figure 1. Structure of offshore wind power generation system.

1.2 Model of offshore wind power generation systems
To analyze the impact of attack signals on offshore wind power systems, an equivalent circuit model of the
offshore wind power system is constructed based on the findings of Le et al., as shown in Figure 2 "*. The branch
voltage balance equation is given by:

di,

U=U;— iR, — R (1)
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Figure 2. Equivalent circuit of the offshore wind power system.

Based on Kirchhoff’s voltage and current laws, we obtain:
U c = E—-U R1 (2)
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The generator is modeled as an internal voltage source, whose induced electromotive force is proportional to
the rotational speed:

E=K,w, (4)
The torque balance equation is:

dwg

- = Kd (5)

where K, and K|, are the electromagnetic torque constant and back electromotive force constant, respectively; i
is the current; J is the total moment of inertia, and:

J=Jw+]g+]n (6)

Substituting Equation (2) and (3) into Equation (1), we get:

_ dwg dzwg d3wg 7

U—Kg(ao?+a1 7t a— + Wy (7)
_ RoCK¢Kg—](R1+R2) _ LCK(K g—JL—JCR1R2 __JLCRy
where %0 = KiKg r = KeKg » 2= Ky
Applying the Laplace transform to Equation (7) and simplifying it, the system transfer function is obtained
as:
_w(s) _ K
GI(S) o U(s) o ays3+aysi+ags+1 ®)
where is the system gain.
kys+k;
After introducing a PI controller G2 (s) = pT, the system model is expressed as:
9
_ 016Gy
G(s)= 1+G1G,
K(kps+ky)
- azs4+a153+a052+(Kkp+1)s+Kk
Rewriting Equation (9) in the continuous-time state-space form:
x(t) = Ax(t) + Bu(t) (10a)
0 1 0 0
y(@®) =LCxp) 0 0 L0 (10b)
0 0 0 1P

Where —Kk; —Kk,—1 —ay —ai;JB=[0 0 0 1]%.C=[Kk; Kk, 0 0]

The discrete-time state-space model is derived by discretizing Equation (10) using the zero-order hold
method:

x[k + 1] = Agx[k] + Byulk] (11a)
y[k] = Cax[k] (11b)
where A; = e4T, B, = A1 (e’ — I)B.
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2. Zero-dynamics attack mechanism

A prerequisite for implementing a zero-dynamics attack is the existence of unstable zeros in the system. It can be
seen from Equation (9) that the relative degree of the system is 3. According to Weller et al., at least one unstable
sampling zero will be inevitably introduced after discretization when the system meets specific conditions "'

Therefore, the system described by Equation (9) is vulnerable to zero-dynamics attacks.

ulk] Nearshore wind power | y[k]
( ) generation system

SCADA
System

___C}'[{f_]___ Zero-dynamics attack
model

Figure 3. Zero-dynamics attack mechanism.

As shown in Figure 3, the attacker generates an attack signal by constructing an auxiliary internal state
for zero-dynamics and injects it into the system input. Thus, the attacker usually constructs the following zero-
dynamics attack model:

z[k + 1] = A;z[k] (12a)
alk] = Ciz[k] (12b)
After the attack, Equation (11) become:

x[k + 1] = Ayx[k] + B,y(u[k] + a[k]) (13a)
ylk] = Cx[k] (13b)

3. Real-time detection based on adaptive watermarking
3.1. Adaptive watermark injection strategy

In the detection framework, the adaptive watermark adjusts the control input by u[k] introducing a perturbation

Au[k]:
u'[k] = ulk] + Aulk] (14)

where w(k) is the adaptive watermark perturbation.
The intensity of the watermark perturbation is adjusted according to the mean square value of the input signal:

1 2
Vie= 772, uli] (15)
The variance of the watermark noise is:
o = aV, (16)

where 0>0 is the watermark coefficient.
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The watermark perturbation Au[k]is generated following a Gaussian distribution:

Au[k]~N(0, o%) (17)

3.2. Output prediction based on steady-state Kalman filtering

To characterize modeling errors and measurement noise, process noise w[k| and measurement noise v[k| are
introduced on the basis of Equation (11) to establish the Kalman filter model:

x[k + 1] = Agx[k] + Baw'[k] + wk] (18)

ylk] = Cax[k] (19)
where w[k]~N(0, Q,), v[k]~N(O,R}).

The steady-state Kalman gain is obtained by solving the Riccati equation:

P = A PAL + Q, — AgPC," (C4PC,T + Ry)™1C,PAT (20)
K =Pc,"(c,pC," + R)! 21)
Based on this filter, the system state and output are predicted:

x[k + 1|k] = Ayx[k|k] + Bau'[k] (22a)
y[k + 1|k] = Cyx[k + 1|k] (22b)
The deviation is calculated to correct the state:

ylk+1] = y[k+ 1] —y[k + 1|k] (23)
x[k+ 1|k + 1] = x[k+ 1|k] + Ky[k + 1] (24)

Since the attacker cannot synchronize the watermark perturbation, a deviation arises between the actual
output Yy +4[k] and the predicted output y[k] after the attack. The residual is defined as:

r[k] = ylk] = yualk] (25

3.3. Residual processing and statistical detection

Amplitude limiting filtering is used to constrain the residual, and recursive median filtering is applied to smooth
the residual, yielding the final smoothed residual statistic:

~ 1 —1 —r:

Flkl = — X2, Tli] (26)
where N is the window length of the median filter.

The covariance matrix of the Kalman filter residual is:

S=CuP,CH+R 27)
The residual statistic is constructed as:

glkl =Xl . Fli7s71#(i] (28)

In the absence of an attack, 7[k] approximately follows a zero-mean Gaussian distribution, so g[k]
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asymptotically follows a chi-square distribution with w-n, degrees of freedom, where n, is the output dimension.
Given a significance level a, the detection threshold is set as:

_ 1
6= Xl—a(w ’ le) (29)
When g[k] > 6, the system is judged to be under a zero-dynamics attack.

4. Simulation experiments

4.1. Performance of the offshore wind power system under zero-dynamics attacks

The simulation parameters are shown in Table 1. Figure 4 shows that the external output and internal dynamics of
the system gradually stabilize without the introduction of adaptive watermarking.

Table 1. System parameters

Parameter/unit Value
Rotor inertia J_d/(kg-m?) 2.137\times10"{-5}
Generator inertia J_m/(kg-m?) 4\times10"{-6}
Gearbox inertia J_h/(kg-m?) 6.5\times10"{-7}
Resistance R_1/Q 4.6
Resistance R_2/Q 54
Inductance L/H 43
Capacitance C/F 1.3
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Figure 4. Normal operation of the offshore wind power system.

The zero-dynamics attack model proposed by Wang et al. is adopted "''':
z[k + 1] = Gyz[k] (30a)
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a[k] = Cyz[k] (30b)

The initial state ||Go|| =— 2 is set, and the attack is applied to the system with embedded adaptive
watermarking. The attack is set to occur at the 80th time step, with a total simulation duration of 100 time steps.
Figure 5 shows that the external output remains stable for a short time after the attack, while the internal dynamics
diverge immediately, reflecting the concealment and destructiveness of zero-dynamics attacks.
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Figure 5. Offshore wind power system under zero-dynamics attack.

4.2. Simulation results of the adaptive-Kalman filter detection framework

The Kalman filter is used to predict the system output with embedded watermarking. Figure 6 shows that the
predicted output is highly consistent with the actual output under normal operating conditions.
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Figure 6. Comparison between the Kalman filter predicted output and the actual output.

The window length is set, and at a significance level of , the detection threshold . As shown in Figure 7,
crosses the threshold rapidly after the attack occurs, realizing the fast identification of the zero-dynamics attack.
The results verify that the proposed detection framework has good detection performance without affecting the
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normal operation of the system.
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Figure 7. Detection result of zero-dynamics attacks based on the Chi-square statistic.

5. Conclusion

Aiming at the problem of zero-dynamics attacks on offshore wind power systems, this paper proposes a two-layer

detection framework integrating adaptive watermarking and Kalman filtering. Simulation results show that the

method can quickly identify attacks without affecting the normal operation of the system and effectively improve

the security of offshore wind power systems.
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