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Abstract: Chronic noncommunicable diseases (NCDs) have become a major burden on global health, posing multifaceted
challenges to health systems worldwide. These challenges encompass difficulties in patients’ self-management and
insufficient medical resources in prevention and treatment. Digital health intervention, which leverages digital technology
to deliver personalized medical services, has emerged as a promising solution to improve the efficiency of chronic disease
management. However, its effectiveness is significantly influenced by the level of digital health literacy. This mini review
synthesizes the current situation of the lack of digital health literacy among patients with chronic diseases, identifying
the main factors leading to the deficiency, and proposes effective strategies to address it. Furthermore, by integrating the
current landscape with future technological and healthcare trends, this review projects the potential trajectory of digital
health literacy in chronic disease management, that is, short-term technology adaptation, medium-term equitable coverage,
and long-term educational integration. With the collaborative promotion and joint efforts of all parties, the application
of emerging scientific and technological advances will make chronic disease management more efficient. In conclusion,

enhancing digital health literacy is the key path to achieving efficient management of chronic diseases and health equity.
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1. Introduction

The World Health Organization defines chronic diseases as noncommunicable diseases (NCDs), characterized by
long-duration courses, which are formed due to the combined effects of genetic, physiological, environmental,
and behavioral factors. The main types of diseases are cardiovascular diseases (such as heart attacks and strokes),
cancer, chronic respiratory diseases (such as chronic obstructive pulmonary disease and asthma), and diabetes.
In 2021, at least 43 million people worldwide died from chronic diseases, representing 75% of non-pandemic
disease-related deaths '". In China, non-pandemic disease is the leading threat to the health of urban and rural
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residents. Notably, the burden of chronic diseases in China has shown a significant upward trend since the year
of 1990 . Due to the large number of people suffering from chronic diseases and the limited allocation of
resources, this has brought severe challenges to the prevention and treatment of chronic diseases worldwide. The
main difficulties in the prevention and rehabilitation management of chronic diseases lie in the fact that patients
need to persist in regular physical exercise . At the same time, they also face communication obstacles between
professional medical staff and patients, psychological disorders of patients, and even if patients engage in active
exercise, the lack of effective and timely monitoring methods makes it impossible to track the progress of their
condition management in a timely manner '/,

With the rapid development of emerging technologies, digital health interventions (DHIs), which integrate
scientific information technology with healthcare, can provide patients with smarter and more personalized medical
services. Digital health intervention refers to digital methods that can improve patients’ physical and mental health
through smartphone applications, wearable devices, social media, email, text messages, websites, or telemedicine .

The correct application of digital health for remote intervention can precisely overcome many difficulties and obstacles
in managing chronic diseases, reduce travel costs during the intervention process, improve intervention compliance,
save time, and achieve good self-goal setting, self-monitoring, and personalized feedback for patients . However,
digital health literacy is a key factor. It refers to the extent to which individuals and organizations utilize digital
technologies to improve the health of the population, that is, the ability to obtain health information from electronic
sources and apply the acquired knowledge to solve health problems . Its absence may affect individuals’ ability
to interact with digital health technologies and hinder the progress of digital health equity. Enhancing the public’s
digital health literacy is an important measure to ensure the smooth advancement of digital health *'. At present,
the digital health literacy of residents is generally insufficient. Relevant research on improving digital health
literacy has been carried out both at home and abroad. This article reviews the current situation of the deficiency
of digital health literacy and proposes improvement strategies to provide some references for the clinical treatment
of medical staff and the self-rehabilitation of patients in the later stage.

2. The main factors for the lack of digital health literacy in chronic disease
management

2.1. Technical and service factors

Although the way of managing diseases through digital applications has great potential and patient interest is
growing, its practical application still faces limitations . British scholars Lee et al. "” found through a semi-
structured interview with 10 diabetic patients that patients’ attitude towards digital healthcare was to attach more
importance to its technical convenience and service level. The same result was also found in another semi-structured
qualitative study of cancer patients in the UK. Adam et al. """’ discovered that some patients were unfamiliar with

digital technology, felt pressured to interact with it, and were reluctant to integrate it into their lifestyle.

2.2. Patient factors

2.2.1. Age

Many studies at home and abroad have shown that aging is positively correlated with the lack of digital health
literacy. A domestic study shows that due to the insufficient ability of the elderly to collect, read, write, and
analyze online health information, the electronic health literacy level of patients with chronic diseases over 60
years old is significantly lower than that of patients aged 60 and below ""*. A survey based on the digital health
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literacy of nearly 2,000 breast cancer patients revealed that approximately half of adult women aged 65 do not
have a smartphone, which makes it impossible for them to complete mobile intervention measures, and the result
is a lower digital health literacy "*'. Iranian scholars Rangraz Jeddi et al. """ studied the application of smartphone
applications in disease management for patients with type 2 diabetes and found that younger participants were
more interested in such applications. However, for the elderly, the obstacles to adopting new technologies are
multifaceted, including decreased physical function, emotional resistance, or cognitive decline, etc. [15-17]. In
a scope review study in the Republic of Korea that included 42 articles, a statistical study was conducted on the
digital health literacy of residents over 60 years old in the Republic of Korea. The conclusion was that although
the collection usage rate among the elderly over 60 years old in the Republic of Korea reached 90%, they still
demonstrated a relatively low level of digital health literacy 'Y, It can be seen from this that being older may
further lead to a lack of digital health literacy:.

2.2.2. Education and cognitive level

A hospital in Shandong, China, included patients with cardiovascular diseases who visited the cardiology
department in a study on digital health literacy. Researchers uniformly distributed 720 questionnaires and retrieved
616 of them. The results showed that, taking high school and below education as the reference group, individuals with
cardiovascular diseases and a university education level had a 15.219-fold higher likelihood of achieving adequate
digital health literacy than the reference group "*. This indicates that a higher level of education can enhance patients’
digital health literacy. This result is consistent with that of another study, which states that a higher educational level
can enhance information processing and critical thinking skills, and has a strong predictive effect on digital health
capabilities ™. In addition, in a study in Canada, when Milne et al. *"' conducted a digital Health literacy scale survey
among 83 patients with primary lung cancer, they found that the higher the educational level of lung cancer patients,
the higher their digital health literacy scores. Interestingly, in Saudi Arabia, a study on diabetes patients revealed that
educational attainment is a strong determinant of patients’ digital health literacy. Patients with a postgraduate degree
have significantly higher digital health literacy than those with a bachelor’s degree and those with a high school
education or lower **, which is highly consistent with the conclusions of the above-mentioned studies. Therefore, it
indicates that the educational level of patients is positively correlated with digital health literacy.

2.3. Disease factors

The level of digital health literacy is related to different types of diseases, disease courses, and the number of
chronic diseases. Research and investigation show that, both globally and domestically, the digital health literacy
level of patients with chronic diseases is generally low. Among patients with chronic diseases, the digital health
literacy of those with cardiovascular diseases is lower than that of the general health check-up population,

inpatients with chronic kidney disease, inpatients with chronic respiratory diseases, and cancer patients .

According to Li’s !

research, it was found that patients with chronic diseases who have a shorter course of illness
have higher digital health literacy. The reason might be that newly diagnosed patients lack knowledge related to
the disease and pay more attention to the sudden occurrence of the disease. Therefore, they are more concerned
about the changes in their own condition and will urgently search for disease-related knowledge through various
channels. Since it is more convenient and faster to search for information through the Internet, patients with a short
course of the disease are more likely to obtain health information through the Internet. However, patients who have

been ill for a long time, due to the persistence of their diseases, tend to have a negative and slack attitude towards
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them, and are less likely to search for health information on the Internet.

2.4. Social and environmental factors

2.4.1. Regional and cultural differences

According to a survey and research in China, the digital health literacy related to cancer among residents in
rural areas of China is generally lower than that in urban areas. The main reason is that, on the one hand, it is
constrained by the obstacles in obtaining and operating digital devices, and on the other hand, it is the continuous
reliance on village doctors and the cultural avoidance of cancer as an “unknown disease” in rural areas, which
weakens the efficiency of transforming digital health literacy into cancer awareness . In the United States, Kan
et al. ® conducted a survey and research on digital health literacy among parents of children with asthma. They
found that digital health literacy was related to the language type chosen by parents for communication. Parents
who chose Spanish for communication had lower digital health literacy than those who chose English. The reason
is that the proportion of the former with smartphone data plans or high-speed home Internet services is lower
than that of the latter. This also reflects the racial and cultural issues abroad. Digital health equity has become an
increasingly prominent problem faced by communities of color throughout history.

2.4.2. Family support network

Zhang et al. ** analyzed the inclusion of 9 studies in a systematic review and found that the support from family
and friends can help improve the digital health literacy of cancer patients. Diabetic patients also often seek help from
family and friends to obtain online health management information, which emphasizes the importance of information
support from relatives and friends *”. Especially for the elderly, due to their limited cognitive level and ability to learn
new things, and their children may be away from home for a long time, unable to provide timely communication and
corresponding channels for obtaining disease knowledge and information, their digital health literacy is at a relatively
low level ™. Therefore, the lack of attention and support from family members has weakened patients’ digital health

literacy, both in terms of the operation of smart devices and from an emotional perspective.

3. Strategies for addressing the lack of digital health literacy in chronic diseases

Considering that the aforementioned factors may lead to limited digital literacy among patients with chronic
diseases, this section will propose targeted response strategies from four key dimensions: policy, technology,
personnel, and measurement tools.

3.1. The global strategic guarantee for digital health is gradually advancing
In 2021, the World Health Organization (WHO) officially released the landmark Global Strategy for Digital Health
(2020-2025). As the world’s first authoritative guideline on digital health intervention, this strategy clearly defines
a shared vision for accelerating the promotion and application of digital health technologies on a global scale, specific
strategic goals, and a detailed action framework. Its core objective is to guide and assist member states in integrating
digital technologies into their healthcare service systems, thereby optimizing healthcare services and accelerating
the implementation of national health strategic goals'™”. The United States, the United Kingdom, Japan, and other
countries have respectively formulated corresponding digital health development plans in light of their national
conditions.

In 2016, China put forward the “Healthy China 2030 Planning Outline, clearly stating that China will
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strengthen breakthroughs in key technologies such as chronic disease prevention and control, precision medicine,
and smart healthcare. By improving relevant laws and regulations and establishing a health and medical big
data application system !, the various goals of a Healthy China can be achieved. From the policies of various
countries around the world, it can be seen that both at home and abroad, there is a high regard for establishing a
digital health system. Due to the long course and complex conditions of chronic diseases, it is essential to enhance
patients’ digital health literacy for their self-management of the disease. With the support of these policies, medical
and health institutions at all levels will gradually promote the establishment of a digital medical system, and
patients will also improve their digital health literacy in this process.

3.2. Strengthening the construction of digital healthcare

At present, in light of the characteristics and demands of patients with chronic diseases, it is necessary to strengthen
the infrastructure of digital healthcare. A cross-sectional study involving 495 middle-aged people revealed that it
is recommended that health autonomy at all levels, mobile health applications, and telemedicine service providers
enhance patients’ digital health literacy by playing educational advertisements and promoting health information
to bridge the impact of the digital divide """, In addition, relevant research also suggests that digital healthcare
providers develop a mobile health education platform integrating dialect sections. By strengthening systematic
training and practical guidance for primary care physicians and assisting residents in mastering the usage methods
of electronic devices proficiently, the cognitive efficiency and conversion effect of residents on chronic disease-

related knowledge can be enhanced .

3.3. Providing training and humanistic care to medical personnel

A study in the United States investigated the partners of men who were recently diagnosed with prostate cancer.
Research has found that when helping patients with low digital health literacy and their partners make treatment
decisions, medical personnel should play a corresponding supportive role. According to research, the demands of
patients’ partners are that clinicians should not only provide information on all treatment options, but also offer
alternative, easy-to-read and non-electronic information and support sources (such as books, videos), or specifically
guide them on how to effectively use electronic health tools. Nurses also play an important role in this process. They
mainly play a key role in providing information and resources as well as educating patients and their families. They
need to assess the health literacy levels of newly diagnosed male patients with localized prostate cancer and their
partners to optimize the information support they receive in the treatment decision-making process. To assist men
with lower health literacy levels and their partners in making informed treatment decisions, nurses should clearly
demonstrate the usage of electronic resources or provide educational information and materials in non-electronic
forms. In addition, nurses should also encourage patients to invite family members with high digital health literacy to

participate in online information retrieval and the use of existing digital health programs together .

3.4. Selecting appropriate digital health literacy assessment tools

For chronic diseases, there are currently numerous assessments that measure patients’ digital health literacy.
Among them, the most well-known and widely used one is the eHealth Literacy Scale (eHEALS), which was
developed by Norman et al. ** based on the Lily model and the concept of eHealth literacy. This table is suitable
for measuring an individual’s skills in obtaining health information. There are a total of 8 entries, covering 3

dimensions: the application ability, evaluation ability, and decision-making ability of online health information

and services. However, the drawback of this table lies in the fact that it was developed in the Web1.0 era and was
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more suitable for measuring digital health literacy before the rise of social media and mobile networks. In the
Web2.0 and Web3.0 eras of rapid Internet development, the comprehensiveness and accuracy of its measurement
have been questioned. Thus, Kayser et al. ** developed the eHealth Literacy Questionnaire (eHLQ) based on the
digital health literacy framework. This questionnaire consists of 35 items and includes 7 dimensions: operation
skills, navigation skills, information search, reliability evaluation, determine relevance, add self-created content,
and protect privacy, which is described in the Lily model. It also covers individuals’ experiences and interactions
with technology and services, and focuses on the understanding, attitude, and motivation of the recipients of digital
health services. The Digital Health Technology Literacy Assessment Questionnaire (DHTL) is more suitable for
patients with chronic diseases. It was developed by Yoon et al. * and consists of 34 items, including 4 dimensions:
terminology of information and communication technology, information and communication technology icons,
the use of applications, and health assessment of the reliability and relevance of information. Considering that
hospitals and institutions are increasingly inclined to have patients use mobile applications to manage their
diseases and treatments, this assessment tool has added the measurement of practical skills in operating mobile
applications. Also, a scale for patients with chronic diseases, the Saudi e-Health Literacy Scale (SeHL), developed

by Zakaria et al. "

, consists of 19 items and includes 4 dimensions: health knowledge, acquisition of health
information, application of health information, and practice of health behaviors. The comparison of digital health

literacy assessment tools is in Table 1.

Table 1. Comparison of digital health literacy assessment tools

Scale name Number Dimensions Applicable scenarios Advantages Disadvantages
of items
eHealth Literacy 8 3 dimensions: the application Individuals seek and online Available in Not entirely adapted
Scale (eHEALS) ability, evaluation ability, and health information evaluation, multiple languages to current digital
decision-making ability of online suitable for various groups including Italian,  health technologies
health information and services such as the elderly, children,  Chinese, Japanese,
and patients with chronic etc.
diseases
eHealth Literacy 35 7 dimensions: operation skills, Assessing individuals’ ability =~ Good discriminant The scope of
Questionnaire navigation skills, information to acquire, understand, apply, and construct application and
(eHLQ) search, reliability evaluation, and evaluate information in validity, age and  language version are
determine relevance, add self- a digital health environment,  gender do not limited
created content, and protect with application scenarios affect the result
privacy covering health literacy

research on specific
populations such as college
students and patients with

diabetes.
Digital Health 34 4 dimensions: terminology of The elderly and medical Structured Insufficient
Technology information and communication  practitioners assessment, multi- standardization and
Literacy technology, information and dimensional limited cultural
Assessment communication technology icons, coverage, and adaptability
Questionnaire the use of applications, and health operability
(DHTL) assessment of the reliability and
relevance of information
Saudi e-Health 19 4 dimensions: health knowledge, Health policy development, Localized Criterion validity
Literacy Scale acquisition of health information, evaluation of educational adaptation, multi- needs to be improved
(SeHL) application of health information, interventions, clinical practice, dimensional and technology
and practice of health behaviors  public health research coverage , and integration is
high construct insufficient
validity
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4. Conclusion and outlook

At present, the development of global digital healthcare is unstoppable. With the application of emerging high-
tech means, greater innovative breakthroughs will be achieved in the diagnosis, treatment, and rehabilitation of
chronic diseases. To address these challenges, a multi-stakeholder approach is required. Policy support at the
global and national levels provides a framework for digital health development, while enhancements to digital
healthcare infrastructure address technical barriers. Targeted training for healthcare professionals and the provision
of humanistic care ensure that patients receive the support they need to engage with DHIs. Finally, the selection of
appropriate digital health literacy assessment tools enables the accurate identification of patients with low literacy
and the evaluation of intervention effectiveness.

The future of digital health literacy in chronic disease management is closely related to technological progress
and the development of healthcare systems. The following trends may shape this trajectory:

First of all, the integration of emerging technologies such as artificial intelligence, machine learning, and
the Internet of Things (IoT) will completely transform digital health tools. For instance, Al chatbots can offer
personalized health advice to patients with low digital health literacy, while loT-enabled wearable devices can
automatically track vital signs and send real-time alerts to healthcare providers. These technologies have the
potential to reduce the cognitive burden on patients and enhance the accessibility of DHIs. However, they also
need new skills (for example, interacting with Al chatbots and explaining health insights generated by Al), which
will require an update to the digital health literacy training program.

Second, emphasizing health equity will drive the formulation of more inclusive digital health intervention
measures. As awareness of the digital health gap deepens, policymakers and technology developers will prioritize
the needs of vulnerable groups such as the elderly, low-income groups, and ethnic minorities. This will include
developing culturally and linguistically appropriate digital tools, expanding Internet access in rural areas, and
providing targeted training programs for patients with lower digital health literacy. By addressing these differences,
the healthcare system can ensure fair sharing of the benefits of DHIs.

Thirdly, the role of community-based intervention measures will become increasingly important. Community
health workers are trusted members of local communities. They can play a key role in promoting digital health
literacy by providing practical training, addressing cultural issues, and connecting patients with digital health
resources. Community-based projects can also promote peer support. In these projects, patients with higher
digital health literacy can assist those with lower digital health literacy. This approach has been proven to enhance
engagement and enthusiasm.

Finally, incorporating digital health literacy into formal education curricula will lay the foundation for long-
term improvement. By teaching digital health skills in schools, the government can ensure that future generations
have the ability to use digital tools for health management. In the long run, this proactive approach will reduce the
prevalence of low digital health literacy and support the sustainable development of digital healthcare.

Looking ahead, chronic disease management will achieve more precise, efficient, and personalized health
services. At the same time, some special groups (such as the elderly and those with low education) deserve
attention. It is necessary to enhance the technological adaptation and support for this group to promote the
inclusiveness and fairness of digital health services. The multiple efforts of policy support, technological
innovation, and humanistic care have made enhancing digital health literacy no longer merely a technical issue,
but a key path to achieving the strategic goals of national health and a “Healthy China.”
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