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Abstract: In this study, two models for fingerprint and DNA identifications are constructed based on modern technologies,
while offering significant advances over prior models. Our models have high credibility, obtaining relatively accurate results
under different circumstances. Under different assumptions, this model tests the probability of the validity in the statement
that human fingerprints are unique to be 93.94%. In other words, the percentage of misidentification is 6.06%. This model is
a robust fingerprint identification method that can tolerate highly nonlinear deformations. The model is tested on the basis of
a self-built database, proving that the model has high credibility, and convincing results are obtained from sensitivity analysis.
In order to estimate the odds of misidentification by DNA evidence, we emphasized on two factors that might contribute to
misidentification: random match probability and the probability arising from laboratory errors. Then, a model is developed
using Bayes’ theorem to reveal the inherent relationship between them, which carries some reference value. The probability
of matching by DNA evidence is estimated based on the changes in the significant level. Finally, the probabilities of
misidentification by both fingerprint evidence and DNA evidence are compared using numerous data. We found that the
probability of the former is 6.06% and that of the latter is smaller than 4.0 x 107!°, Therefore, it can be concluded that DNA
identification is far better than that of fingerprint identification.
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1. Fingerprint identification

1.1. Assumptions

(1) We assume that every country has its own template fingerprint database.

(2) When the corresponding triangles are obtained, we assume that the information contained by the vertex
and the corresponding minutiae points are identical.
According to several studies 41, the structure of the model is shown in Figure 1.
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Figure 1. Structure of the fingerprint identification model

1.2. Fingerprint model

(1) Step 1: MATLAB program is used to extract the self-collected fingerprint features 1. The approximate
images of the locations of the minutiae are then obtained. Based on the locations of the minutiae, a
triangle is formed among the minutiae in one fingerprint image, which is shown in Figure 2.
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Figure 2. Uncertainty of minutiae locations
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29101 "the factual data are cmin, Omed, @, A,

According to internet sources and a study by Tan and Bhanu |
and &, which are defined below.
(@) Angles amin and amed
Suppose ai represents three angles in the triangle, i = 1, 2, 3. Let amax = max{ai}, amin = min{ai}, and

omed = 180° - aimax - amin.
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(b) Triangle orientation ¢
Let zi = xi + jyi be the complex number (j = V- 1) corresponding to the coordinates (xi, yi) of point p;,
where i =1, 2. Define Zo1 = Zo — Z1, Z3o = Z3 — Zo, and Z13 = Z1 — Z3. Let ¢ = sgn(Z21 x Z32 ), where
sgn is the signum function and x is the cross product of two complex numbers.

(c) Maximum side A
Let 2 = max {Li}, where L1 = |Z21|, L2 = |Z32 |, and Lz = |Z13 |.

(d) Ridge counts &
&1 is the ridge count of the side p1 p2; & is the ridge count of the side p2 ps; & is the ridge count of the
side p3 p1; & is a vector consisting of all &.

(2) Step 2: Using the same method, the query fingerprint is processed. It is computed and the feature data is

obtained as follows: amin, omed, @, 4, and &.

(3) Step 3: The features of every triangle of the query fingerprint are sequentially compared to the features

of each triangle of the fingerprint that is stored in the database (features of 12 fingerprints). When the
two smaller angles, amin and amed, are approximately equal to each other and the ridge counts are also
approximately equal to each other, we can assume that the two fingerprints weakly correspond to each
other. If the longest lengths are equal to each other, and the directions of the two vectors of the largest
angle are also equal, we can assume that the two fingerprints strongly correspond to each other. The
number of the corresponding triangles is then determined.

1.3. Model testing
(1) Step 1: A fingerprint from the database is selected as the query fingerprint and is numbered n. MATLAB

is then used to extract the features of the query fingerprint and obtain the approximate locations of the
minutiae. Triangles are then developed among the minutiae and the feature data is computed as follows:

Gmin, Gmed, §0, jﬂ and 6

In view of the complexity of the data, some feature data of the triangles are selected.

(2) Step 2: The uncertainties of omin, amed, @, 4, and &, are determined.

(@) The angles of the triangles are allowed an uncertainty of £2°. The uncertainties of ¢, 1, and & are kept
unchanged while changing the uncertainty of the angle. For example, taking +1°, £2°, and +4°,
respectively, as the uncertainties of the angles, the number of corresponding triangles is obtained.
The results are then analyzed as shown in Figure 3.
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Figure 3. Analysis of the number of stored fingerprints
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From Figure 3, it can be seen that the uncertainties of the angles have significant influence on the
number of corresponding triangles. If the uncertainty is too small, the number of corresponding
triangles is approximately the same among different pairs of fingerprints (the query fingerprint and
the one from the database against which the query fingerprint is compared with are assumed as a pair;
however, due to the multitude of fingerprints found on the database, there are many pairs); hence, it
is difficult to distinguish. Therefore, Ao = +2° is chosen.

(b) In the same way, the uncertainties of a, ¢, and & are kept unchanged, while changing the uncertainty
of A. Taking 0.1 (pixel), 1 (pixel), and 2 (pixel) as the uncertainty of 4, the number of corresponding
triangles is obtained. The results are analyzed as shown in Figure 4.
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Figure 4. Analysis of the number of stored fingerprints

(c) From Figure 4, it can be seen that when AA = £1 (pixel), the number of corresponding triangles can
be clearly distinguished. Hence, AL = £1 (pixel) is chosen.

(d) Using the same method, A& = +1 (pixel) is determined.

(e) Step 3: Five fingerprints that have more corresponding triangles than others when compared with the
query fingerprint are selected. We defined Td as the two points to be corresponding points (same
position). When the Td is too large, the results of Step 2 is not as accurate, whereas if the Td is too
small, some corresponding triangles may be omitted when in fact, they should not be. Taking into
account the two possibilities, the results when Td = 1, 10, and 20 (pixel) are analyzed. The results
are shown in Figure 5.
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Figure 5. Analysis of the number of stored fingerprints

From the analysis above, the use of Td = 10 yields the best result. Hence, Td = 10 (pixel) is chosen.
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1.4. Probability of misidentification
In order to determine whether the statement that each fingerprint is unique is true, we grouped several pairs
of fingerprints that are made up of two separate fingerprints. The number of corresponding triangles for
each pair of fingerprints is then determined.
In order to determine whether the fingerprint is unique, we analyzed the data found on the database,
and the results are obtained.
We defined a = (1/2) * (TO/ TA + TO / TB) * 100%, where TO is the number of corresponding
triangles, TA is the total number of triangles of A, and TB is the total number of triangles of B.
(1) Suppose that the average percentage, a, is above 50%, the two fingerprints match. Six data (71.75%,
57.43%, 67.43%, 78.26%, 62.61%, and 65.81%) out of 66 data were found to be above 50%, thus
obtaining the result as follows:

a=(66—6)/66=0.9091
In the sense that the percentage is 90.91%, the statement that each fingerprint is unique is true.
(2) Suppose that the percentage, a, is above 60%, the two fingerprints match. Three data (71.75%, 67.43%,
78.26%, and 65.81%) out of 66 data were found to be above 60%, thus obtaining the result as follows:
b=(66-4)/66=0.9394
In the sense that the percentage is 93.94%, the statement that each fingerprint is unique is true.
(3) Suppose that the percentage, a, is above 70%, the two fingerprints match. Two data (71.75% and 78.26%)
out of 66 data were found to be above 70%, thus obtaining the result as follows:

c=(66—2)/66=0.9697

In the sense that the percentage is 96.97%, the statement that each fingerprint is unique is true (Figure
7).
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Figure 7. Different range of data with different credibility

It is generally safe to say that the fingerprint of each human being who has ever lived is different.

This model tests the probability of the validity in the statement that human fingerprints are unique to be
greater than 90% under various assumptions. The model has been put to test using a self-built database,
proving that the model has high credibility.
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1.5. Strengths and weaknesses

1.5.1. Strengths

(1) This model serves as a robust fingerprint identification method that can tolerate highly nonlinear
deformations.

(2) In this model, the triangles represent the features of the fingerprint, while the number of corresponding
triangles represent the similarity of two fingerprints, thus simplifying the fingerprint identification
process.

(3) This model presents high credibility in that each fingerprint is unique, and the identification probability
is high.

1.5.2. Weaknesses

(1) Due to the lack of data, the selection of uncertainties is not as accurate, resulting in some errors in the
model.

(2) In determining potential corresponding triangles, the multitude of triangles existing in the query
fingerprint and the sample fingerprint poses a great challenge. It increases the complexity of the model
and degrades the performance of the algorithm

1.6. Future work

This model is only based on corresponding triangles. We presume that the corresponding minutiae points
have been identified after defining the corresponding triangles. In other words, we merely looked at the
number of minutiae points between two fingerprints, which is not very accurate. In order to achieve better
matching results, we need to examine the features of the minutiae points in addition to their quantity.

2. Identification of DNA

2.1. Analysis

If two DNA samples are the same, it is generally assumed that the two samples are from the same person
[11.12] \When they do come from the same person, the DNA evidence is strong. However, when using DNA
evidence for identification, it is conceivable that in certain cases the DNA samples that are reported to be
the same are not really from the same source, thus resulting in misidentification, as is often the case with
forensic identification.

2.2. Model design
According to Thompson WC, Taroni F, and other internet source, the probability of two alternative
propositions is assessed under the conventional expression of Bayes’ theorem [13-15],

P(SIR) _ p(S)  P(RIS)
pSIR)  p(3) P(RIS)

S refers to the specimen from a suspect, S refers to the specimen that did not come from a suspect, and
R is the report of a match.

p(RIS) 1
p(R|S)  RMP+[FPPx(1- RMP)]

RMP is the random match probability, and FPP is the false positive probability on the DNA evidence.
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The following equation can then be derived:

PSIR) _ p(S) 1 O
p(S|R) p(S) RMP +[FPP x (1- RMP)]
The equation can be modified as such:
p(RIS)
RMP + [FPP X (1 -RMP)] = ———— = K 2
[FPP x ( 1= R[S) @

From the above equation, it can be seen that RMP and FPP have an inherent relationship. In order to
clearly demonstrate the inherent relationship, let K = 1072, 1073, 107, ..., 107 as shown in Figure 8.
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Figure 8. Inherent relationship of RMP and FPP

There is difficulty in accessing the DNA database, which presents a challenge for our task. Nonetheless,
our aim is to determine the odds of misidentification by DNA evidence, which is based on RMP and FPP
in this model. Unfortunately, no accurate results are obtained; only the inherent relationship between the
two components is revealed. Therefore, we can only estimate the odds.

P <1-(l-a)V (3)

P is the total match probability, o refers to the significant level, and N is the number of a random group
of people.

It can be assumed that the DNA image is unique among a group of N people. If two DNA images are
identical, it can be considered that they are from the same person. Suppose the American population has
260,000,000 people, and given a = 0.01, then the credibility = 99%, and the maximum P is 3.9 x 107,
Therefore, if P is smaller than 3.9 x 1071, it can be considered that when the credibility is 99%, the DNA
image is unique among the population. Table 1 shows the total match probability, P, under different
significant levels.
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Table 1. Total match probability at different significant levels

Significant level, a Total match probability, P
0.001 4 x 10712
0.005 1.9 x 10711
0.01 39x 1071
0.05 2.0x 10710
0.1 4.0 x 10710

Generally speaking, the significant level « is usually less than 0.1. As seen in Table 1, when «a is
smaller than 0.1, the total match probability P under all circumstances is smaller than 4.0 x 107°, and there
is an inverse relationship between P and «. Therefore, the conclusion that P < 4.0 x 107 can be drawn.

3. Conclusion

In the first model, when the percentage of (PA + PB) / 2 is above 50%, we assume that the two fingerprints
match. In this way, the percentage of identification is 90.91%, and the percentage of misidentification is (1
—90.91%) = 9.09%. When (PA + PB) / 2 is above 60%, we assume that the two fingerprints match. In this
way, the percentage of identification is 93.94%, and the percentage of misidentification is (1 — 93.94%) =
6.06%. When the percentage of (PA + PB) / 2 is above 70%, the percentage of identification is 96.97%,
and the percentage of misidentification is (1 — 96.97%) = 3.03%. Based on the analysis above, the average
percentage of misidentification is as follows:

P =(0.0909 + 0.0606 + 0.0303) / 3 = 0.0606 = 6.06%

Hence, in the first model, the percentage of misidentification is 6.06%.

In the second model, by analyzing the data in Table 1, we find that all the total match probabilities, P,
are smaller than 4.0 x 107%°, Hence, the percentage of misidentification is far smaller than that in the first
model. From this, we may infer that DNA identification is far superior to fingerprint identification, and that
DNA identification is employed more frequently in practice.
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